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Protection against external and internal cyber threats: 
APT, hacker attacks, malware infection, digital fraud, data theft, etc.

WHAT WE DO
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Basics
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Delivery

Exploitation
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Command & Control

Action on Objectives

PREPARATION INTRUSION ACTIVE BREACH

Hours to months Seconds Months

CYBER KILL CHAIN

Source: https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html
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POWERSHELL



6 © 2019 Oneconsult AG

OWN COMPUTERREMOTE COMPUTER

wsmprov-
host.exe

wsmprov-
host.exe

xyz.exe

Endpoint:
PowerShell

64-bit

Endpoint:
PowerShell

32-bit

Endpoint:
xyz

Windows Remote Management (WinRM) Service

HTTP
Listener

PowerShell.exe

WS-MAN (HTTP)

REMOTING



© 2019 Oneconsult AG

Malicious Usage of 
PowerShell
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TECHNIQUES POPULAR WITH ATTACKERS

Source: https://redcanary.com/blog/getting-started-with-attck-new-report-suggests-prioritizing-powershell/
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“FILELESS MALWARE”
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“DUAL USE TOOLS” AND “LIVING OFF THE LAND”
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POWERSHELL MALWARE
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(POWERSHELL) EMPIRE
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Forensic Analysis
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MEMORY: RECOVERING SCRIPT NAMES AND CONTENTS

Source: https://vimeo.com/100442934
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(SCRIPT BLOCK) LOGGING
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TRANSCRIPTION
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PROCESS TREE / SYSINTERNALS PROCESS EXPLORER



© 2019 Oneconsult AG

Defense
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POWERSHELL 5: CONSTRAINED LANGUAGE MODE
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POWERSHELL 5: ANTI-MALWARE SCAN INTERFACE (AMSI)

MpEngine.dll
(Defender Scan Engine)

MPSvc.dll
(Defender RPC Server)

Windows Defender Provider Class

IAntimalwareProvider::Scan()

Amsi.h + Amsi.dll

IAntimalware::Scan() Provider Class
registration

AMSI.h + AMSI.lib + AMSO.dll

AmsiScanBuffer()
AmsiScanString()
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DOWNGRADE ATTACKS
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Conclusion



24 © 2019 Oneconsult AG

ONE OF THE MOST SECURE SCRIPTING LANGUAGES

Source: https://blogs.msdn.microsoft.com/powershell/2017/04/10/a-comparison-of-shell-and-scripting-language-security/
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PowerShell is an excellent tool for administrators, 
attackers – and defenders.

PowerShell is much more than powershell.exe

More research necessary, 
especially in the field of memory forensics

CONCLUSION

Bypasses for security controls (AMSI, Logging, 
AppLocker, …) – Cat-and-mouse game

Very advanced attackers going for well-protected targets 
directly use the underlying .NET or bring their own 
PowerShell interpreter
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