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Agenda

{ Areas of the enterprise
{ Where can encryption help
{ General issues with employing 

encryption
{ Application vs. network transport vs. 

storage encryption
{ Regulations around encryption
{ Who owns the data? Who should own the 

keys?
{ Standards vs. proprietary methods ï

what to choose and when
{ Which encryption, hashing and signature 

algorithms should we use
{ Issues for global enterprises to handle
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The Enterprise and Encryption

{ The way an enterprise should look at encryption 
technologies:
{ Methods that can help prevent unauthorized access 

to sensitive and confidential information
{ Ways to help the organization achieve compliance 

with the applicable regulations

{ Encryption comes with a cost:
{ No free lunch!
{ Shifting the focus from sensitive data to encryption 

keys ïsmaller size and perhaps easier to manage

{ Deployment should be thought of ahead of time
{ Just like any other project ïthe design of the 

sequence of implementations is key to success
{ Ongoing management has to be also thought of 

ahead of time ïwhat you do not maintain will fail 
eventually
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Encryption Methods ïhigh level view

{ Public -key algorithms
{ Symmetric -key methods
{ Digital signatures
{ Hashing algorithms

{ PKI and digital certificates, X.509 key 
formats

{ Encrypted message formats
{ Secure communications protocols

{ Applications:
{ Confidentiality
{ Authentication
{ Integrity
{ Non - repudiation
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Threat Models and Security Assessment

{ It is important to first analyze the overall 
risk of the environment and consider the 
threats that we want to mitigate against

{ Outside threats:
{ Hackers and malware from the Internet
{ Competitors, ex -employees, and similar
{ Espionage

{ Insider threats
{ Negligent employees
{ ñSemiò insiders
{ Collusions

{ Hybrid threats
{ Contractors and partners
{ Multi -enterprise applications 
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Where Can Encryption Help?

{Assuming we implement things 
correctly:
{ Encryption helps in restricting 

unauthorized access to confidential 
data

{ Encryption can help achieve 
compliance with certain (many) 
regulations: 
ÃPCIDSS, BASEL II, HIPAA, é 

{ Mitigate against the risk of several 
potential threats ïboth insider and 
outsider
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Threats that Encryption Does not Address

{ Impersonation and identity theft

{ Unless specific authentication methods are utilized

{ Host and network - layer attacks:

{ Viruses, malware, botnets and other similar threats

{ Denial of service

{ Data leakage and espionage

{ Software implementation errors 

{ Software bugs

{ Buffer over flows, é

{ SQL injection and similar 

{ Architectural errors

{ Network segmentation 
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General Issues with Encryption

{ The overall security depends on many other factors:

{ Authentication technologies and strategies

{ Implementation and design of the organization directory

{ System and network security are still mandatory 

{ Malware can give attackers access to 
unauthorized keys

{ The use of PKI should be managed

{ Expired and revoked certificates are 
still being ñtrustedò

{ Client trust models are a big issue
{ Always remember:

{ Access to the keys provides access to 
the data!
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When and Where to Encrypt

{ Communications encryption:

{ IP layer

{ Transport layer

{ Other

{Data at rest:
{ File and volume encryption

{ Whole disk encryption

{ Backup and archives

{ Database encryption

{Encryption in the application
{ File transfer


