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Intelligent Fuzzing:

Faster, Smarter, Better !

PROACTIVE SECURITY AND ROBUSTNESS SOLUTIONS
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About Codenomicon

ÅFounded in 2001, after 

five years of research in 

product security at 

University of Oulu (1996-

2001)

ÅCustomers include:

ïManufacturers

ïTelco Service Providers

ïDefense

ïFinance and Leading 

Enterprises
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Some Helpful Definitions

ÅVulnerability ïa software bug

ÅThreat/Attack ïexploit/worm/virus 

against a specific vulnerability

ÅFuzzing ïprocess and technique for 

security testing

ÅAnomaly ïabnormal or unexpected input

ÅFailure ïcrash, busy-loop, memory 

corruption, or other indication of a bug
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Failure Modes

ÅFailures that are 

found are:

ïSecurity vulnerabilities

ïDenial-of-service 

conditions (crashes)

ïOther incorrect, 

anomalous or 

unexpected behavior
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VALID PACKET

SIGNALING

NOTE: CAUSES 50x CPU UTILIZATION AT TARGET COMPARED TO 

VALID PACKET

ATTACK PACKET

Example Fuzz Test Case



© 2009 Codenomicon. all rights reserved. 

The Attack Vectors
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Fuzzing: The Anomalies


