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About Codenomicon
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A Founded in 2001, after
five years of research in
product security at
University of Oulu (1996-
2001)
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Some Helpful Definitions
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AVulnerability 7 a software bug

A Threat/Attack i exploit/'worm/virus
against a specific vulnerability

A Fuzzing 7 process and technique for
security testing

A Anomaly i abnormal or unexpected input

A Failurei crash, busy-loop, memory
corruption, or other indication of a bug




Fallure Modes
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Example Fuzz Test Case
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VALID PACKET

GET ~/index.html HTTP-1.08
User—Agent: UWgetrs1.11.4
Accept:= =*/%

Host: localhost
SIGNALING Connection: Keep—-Alive

Test Tool HTTP Server

HTTP request

=

HTTP response

e

ATTACK PACKET

GET “x80\x81\x82\x83\ x84\ x80\x81\x82\x83 x84 HTTP/1.1

Accept: image/gif, image/x-xbitmap, image/ipeg, */*

Accept-Encoding: gzip, deflate

Accept-Langnage: en-us

Connection: Eeep-Alive

Host: www.example.com: S0

User-Agent: Mozilla/ /4.0 (compatikle: Codenomicon HTTP Server Test Tool)

NOTE: CAUSES 50x CPU UTILIZATION AT TARGET COMPARED TO
VALID PACKET




The Attack Vectors
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Fuzzing: The Anomalies
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